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Introduction 

Digital transformation has reshaped modern society, but it has 

simultaneously expanded the playing field for cybercriminals. In South 

Africa, where internet banking, mobile payment services, and 

cryptocurrencies are increasingly integrated into daily life, malicious 

actors exploit these systems for personal and financial gain. The criminal 

methods encountered today are far more sophisticated than the computer 

misuse incidents of two decades ago, reflecting the growing 

professionalization of cybercrime networks. Addressing these threats 

requires law enforcement agencies to combine forensic knowledge, 

legislative authority, and international cooperation. The Cybercrimes Act, 

2020 (Act 19 of 2020), is pivotal to these efforts, as it equips investigators 

with new legal instruments, such as digital search warrants, that are 

essential for preserving electronic evidence in cases where data is volatile 

and easily compromised (Republic of South Africa, 2020). 

This article examines the primary forms of cybercrime under 

investigation, the critical role of financial inquiries in tracing 

perpetrators, and the investigative approach to online fraud. It also 

reflects on the importance of the Cybercrimes Act, particularly Section 

29(1)(a), which has enhanced South Africa’s capacity to pursue digital 

offenders effectively. 
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Cybercrime Dynamics in South Africa 

The variety of cyber offenses handled by South African authorities 

demonstrates the wide-ranging nature of digital crime. Fraud schemes 

dominate, with phishing attacks, business email compromise (BEC), 

romance fraud, and fake investment platforms causing significant losses. 

Reports from the South African Banking Risk Information Centre 

(SABRIC) indicate that online banking fraud alone accounted for 

hundreds of millions of rand in 2022, underscoring the severity of this 

problem (SABRIC, 2023). 

Identity-related crimes are also widespread, with stolen or fabricated 

personal data being used to impersonate victims, create fraudulent 

accounts, or access financial services. Such practices often overlap with 

broader money laundering operations, making detection and prosecution 

especially difficult (Interpol, 2022). In parallel, cybercriminals exploit 

digital platforms for credit card cloning, cryptocurrency laundering, and 

trading in counterfeit products, narcotics, and even firearms on darknet 

markets (Europol, 2023). 

Ransomware has become a prominent form of extortion, affecting 

municipalities, businesses, and health institutions across South Africa. 

Attackers encrypt valuable data and demand cryptocurrency payments in 

exchange for its release. The Council for Scientific and Industrial 

Research (CSIR) has estimated that the total economic toll of cybercrime 

exceeds R2 billion annually, with ransomware incidents contributing a 

large share (CSIR, 2021). Another grave concern is the spread of child 

sexual exploitation material via deep web platforms, which requires 

specialized investigative tactics and global partnerships to track offenders 

(Europol, 2023). 
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Cases of hacking into government databases or private sector systems 

further highlight vulnerabilities in South Africa’s digital ecosystem. These 

intrusions not only compromise sensitive data but often serve as a 

stepping stone to subsequent financial crimes. Overall, the diversity of 

cybercrime requires law enforcement to adopt flexible and 

multidisciplinary investigative strategies. 

The Importance of Financial Tracing 

Regardless of the form it takes, cybercrime almost always produces 

financial evidence. Following the money trail is therefore a cornerstone of 

effective investigations. This may involve monitoring electronic banking 

transactions, reviewing mobile payment flows, or analyzing blockchain 

activity to detect illicit cryptocurrency use. Since digital assets can move 

rapidly and across multiple jurisdictions, investigators must act quickly 

and with precision. 

To conceal their activities, offenders rely on techniques such as 

employing money mules, setting up shell companies, or using 

cryptocurrency mixing services to obscure transaction histories (van der 

Walt, 2021). This necessitates that investigators pair traditional financial 

investigation with emerging forensic technologies such as blockchain 

analytics. Cooperation with banks, fintech platforms, and mobile 

operators is equally important, as these institutions often provide the 

transactional records needed to link suspects to criminal activity. 

 

Because cybercrime is inherently transnational, international 

collaboration is critical. Law enforcement agencies in South Africa work 

closely with organizations like INTERPOL to obtain data and intelligence 

from overseas partners (Interpol, 2022). In many instances, it is not the 
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initial technical breach that secures a conviction, but rather the ability to 

demonstrate financial gain and connect it directly to a suspect. Scholars 

such as Sibanda and Pretorius (2023) emphasize that forensic accounting 

can expose hidden connections between individuals and organizations, 

thereby strengthening prosecutions. 

Legislative and Investigative Tools 

The Cybercrimes Act, 2020, represents a significant step forward in 

equipping South African law enforcement with the means to combat 

digital offenses. Among its most impactful features is Section 29(1)(a), 

which allows magistrates or judges to grant warrants authorizing access 

to electronic devices, systems, and networks (Republic of South Africa, 

2020). Such powers are crucial when dealing with data that can be 

quickly altered, encrypted, or erased. However, investigators must meet 

strict legal requirements, including demonstrating probable cause and 

ensuring the integrity of the evidence collected. 

Training and technical expertise are also essential, as the mishandling of 

digital evidence can render it inadmissible. The South African Police 

Service (SAPS) has therefore prioritized the development of specialist 

cybercrime and digital forensic units (SAPS, 2022). Beyond search and 

seizure powers, the Act explicitly criminalizes cyber fraud, unauthorized 

access, and malicious data interference, aligning South African law with 

international standards, including those set out in the Budapest 

Convention (African Union, 2014). This harmonization supports global 

cooperation, a necessity given the cross-border nature of most cybercrime 

cases. 

When combined with forensic and financial approaches, the Cybercrimes 

Act provides investigators with a robust toolkit. It not only enables the 
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gathering of admissible digital evidence but also reinforces South Africa’s 

standing in international cybercrime enforcement. 

Conclusion 

Cybercrime in South Africa mirrors international trends, with fraud, 

identity theft, ransomware, and child exploitation at the forefront of law 

enforcement concerns. While technical forensics is vital, it is the financial 

dimension of investigations that often leads to successful prosecutions. 

The enactment of the Cybercrimes Act, 2020, has modernized the legal 

environment, offering investigators powers that are indispensable in 

digital inquiries. 

Nonetheless, the battle against cybercrime is far from static. New 

technologies such as artificial intelligence, deepfakes, and quantum 

computing are poised to create fresh vulnerabilities. To stay ahead, law 

enforcement must continue investing in skills, forging international 

alliances, and leveraging both traditional and innovative tools. Protecting 

society in the digital age requires resilience, adaptability, and a proactive 

approach to an ever-evolving threat. 
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